SB 898 “Connected Products EOL”
Senator Akilah Weber Pierson, M.D.

SUMMARY

SB 898 requires manufacturers to clearly disclose, at
the point of sale, how long a consumer can rely on a
connected product to receive necessary updates and
support, and to provide notice at least six months
before and on the date of the product’s “end of life”
(EOL), when technical support and updates will no
longer be provided.

BACKGROUND

Millions of consumer products are now enhanced
through internet connectivity. As of 2023, the average
US household has 21 connected devices, and it is
expected to continue growing®. As these products
become more prevalent, cybersecurity and reliability
risks also rise, highlighting the need for stronger
consumer protections.

These products rely on a software tether to the
manufacturer for ongoing software support to
function as intended. Through internet protocol (IP)
connections, manufacturers provide security updates,
address bugs and vulnerabilities, maintain
connectivity, and sustain critical features. However,
when manufacturers discontinue this support, devices
can quickly become vulnerable to security threats and
loss of functionality?. Even common household
products, such as baby monitors, can pose significant
safety and privacy risks.

This is particularly important as consumers can be
completely unaware that their connected products
may lose software support at all, let alone when®. A
Federal Trade Commission (FTC) review of 184
connected products found that nearly 89% of product
webpages failed to disclose how long those products
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would receive software updates or support?.
Similarly, Consumer Reports analyzed 21 of the
leading large appliance brands and found that only
three disclosed how long they guarantee software
updates for their products®. In a December 2024
survey, Consumer Reports also found that 72% of
Americans believe manufacturers should be required
to disclose how long they will support smart devices®.

Explicit access to this information creates an informed
consumer that understands how long a product will
function reliably and can plan for its inevitable
obsolescence. Guardrails ensure transparency and
preserves consumers’ rights to know about the
products they own.

SPECIFICALLY, THIS BILL WOULD

e Define “minimum guaranteed support time
frame” and “end of life (EOL).”

e Require manufacturers to clearly disclose, at
the point of sale and prominently on their
website, a minimum guaranteed support time
frame that specifies the product’s EOL date.

e Require manufacturers to provide notice at
least six months before and on the date of
EOL, including what features will be lost and
how to continue using the product safely.

e Ensure that leased products are updated and
replaced appropriately.
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